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1. Start early & work hard.

Part of picking a vendor is picking a partner.
Be sure goals are aligned.
It’s likely that the vendor will be for-profit and you will be not-for-

profit; this immediately creates opposing agendas and interests in some 
cases.

Work hard to establish a fair & honest relationship between the parties 
very early on. Be realistic when negotiating.



2. Security, Privacy & Policy Manuals

This can be part of the HIPAA section or stand on its own.
Suggest that the “Security & Privacy Handbook” of the technology

vendor be incorporated by reference to establish a floor for these 
obligations

All parties should be required to have, update and use Policies and 
Procedures manuals.



3. Determining the RHIO operator’s role in the 
contracts.

Are the data provider and other agreements between the technology 
vendor and participants?, or

Are they with the RHIO operator? If so, certain obligations of the 
agreement between the RHIO operator and the vendor need to be flowed 
down to the other parties.



4. HIPAA

This needs to be handled by the firms expert on HIPAA, not the 
general HIT counsel (ie, whoever handles this negotiation needs history 
& experience around this subject).

Be sure that any state-specific regulations are incorporated in the 
warranty/rep section (ie, laws surrounding HIV, mental health, 
Medicare/Medicaid, minor consent/confidentiality, etc).



5.Term of the Agreement.

Avoid committing to too long of a period since the use, benefit, and 
impact on the community can’t be measured until it’s deployed.

Develop an exit strategy regardless of the term.
One strategy is an exit with no penalty if you wind down the operation 

due to lack of use or interest (versus changing vendors or technology).
Be creative: also use number of active users and system performance 

as exit/termination criteria.
Be sure that breaches of warranties & reps go to termination (after 

reasonable cure processes).



6. Intellectual Property

What if the technology vendor goes out of business?
Try to develop a strategy to be able to continue to use the software 

license if this happens (without marketing rights, etc).
Try to escrow the software so that you can get the source code if 

needed.
This is difficult, but many of the RHIO vendors are startups, or this 

may be the first product in this space (and it might not last).



7. Indemnification

Each party needs to indemnify (hold harmless, etc) the other parties in 
the event of their breach. This is a crucial area that needs very close 
attention.

Be careful that the indemnification isn’t within any limits of liability (it 
should be unlimited).



8. Warranties & Representations
Capture only the essential Ws & Rs (ie, don’t create too many).
Focus on adherence to specifications & test plans (require that the software continue to perform 

as it did when testing & certification was completed as well as to the specifications.
Also, focus on security & privacy obligations. A breach in this area could be very dramatic.
Include system performance (ie, response times for searches, etc)
Remember that a warranty or rep doesn’t mean something won’t happen, but when it does 

happen what is the cure and who is on the hook (this relates also closely to indemnification and 
limits of liability).

Be very clear that none of this technology is a medical device, and that the technology should 
not be relied upon for the practice of medicine or delivery of care. Disclaim any/all liability for 
damage occurring because of use of the data (but don’t confuse this disclaimer with a different 
warranty that obligates the party to something – in other words, if my labs got inputted to the 
system under someone else’s name because that data provider had a bug in the system, then that 
is a breach and can’t be disclaimed under this disclaimer).



9.Limits of Liability
This is limit of liability to the other party, not to a damaged party.
The limit needs to be reasonable, and there should be some evidence of the discussions & some justification that it made sense 

between the parties (to avoid a future opinion by the court that the number was baseless and gets thrown out or changed).
The limit should make sense for each party as compared to that parties risk/reward equation, as well as the parties’ ability to control 

whether or not it commits a breach. For example, a RHIO operator has little control over whether the data provider provides 
accurate/complete data; therefore it probably makes sense that the limit of the RHIO operator to the data provider is lower than the 
limit of the data provider to the RHIO operator.

The type of company that the RHIO operator is also affects this area (for profit vs not-for-profit; ie, it affects the risk/reward 
equation).

If this is a flow through model then the RHIO operator may have many, many agreements with various parties in the community 
where each and every agreement has a limit of liability. It’s important to think about what happens if the RHIO operator commits a 
single act that breaches each and every agreement within the community. Do the math and make sure that these numbers make sense.

There is a tendency to exclude some breaches from the limit, such as breaches of intellectual property, disclosing proprietary 
information (usually referred to as breaches of confidentiality – not to be confused with the confidentiality of patient data, disclosures, 
etc.) Make sure that these exclusions make sense because a breach of an exclusion is usually unlimited. Another way to handle this is 
to establish a separate but higher limit for the exclusions.

This all gets very complicated. In a flow through model (like SBC’s), a damaged party might sue the RHIO and recover damages 
because of something the vendor did. The RHIO then has to recover what it had to pay from the vendor. It’s important in the flow
through that all the numbers are consistent. In other words, don’t get caught where you had to pay $1,000,000 to a damaged party, but 
you can only recover $50,000 from the vendor. This could happen if the terms among all the parties aren’t consistent.

Do walk-through scenarios to make sure everything is covered (ie, if this person does that, and this person gets sued, and I sue this 
other person, what happens, etc, etc.



10. Insurance.

Someone will commit a breach eventually.
The damaged party will go to the deepest pockets (regardless of the breaching party).
As a way of creating some deep pocket equality, the agreements should require the 

parties to carry minimum levels of general liability and professional liability (this is a 
slight different version of errors & omissions).

It’s likely that physician’s current insurance levels are too low. As technology begins 
to take over, and privacy breaches, while they may be better managed and easier to 
identify, will expand in scope and damage. Increases in levels are not expensive, and 
you will need to work with and educate your physician community about this issue.


