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Concerns for privacy of health information continue to be an
important issue as the healthcare industry moves ever closer to
electronic health information systems that are aimed at improving the
safety, quality, and efficiency of healthcare. Information-rich tools and
technologies such as electronic health records, personal health records,
electronic prescribing, and health information networks will eventually
have the impact of empowering consumers as never before to make
informed healthcare choices and have a positive impact on the overall
cost of healthcare.

As new tools evolve to help both providers and individuals better manage
personal health and healthcare delivery, consumers need to ensure the
organizations entrusted with their health information protect it and that
their privacy is maintained. The increased availability of electronic
medical information carries significant benefits, but consumers need to
maintain a healthy awareness of the risks and play an active role in
monitoring their electronic health information. Here are some things you
can do to protect your medical privacy:

• Understand your information rights as a healthcare consumer. This
typically includes the right to view and receive copies of your medical
information; the right to request amendments or corrections of
information you believe to be erroneous; the right to know who has
reviewed or received copies of your medical information and the right to
grieve or complain about medical privacy practices or breaches of privacy.

The HIPAA privacy laws provide limited protections and describe the
responsibilities of “covered entities” which generally are those
healthcare institutions and providers that receive reimbursement
through federal healthcare programs such as Medicare. State laws may
provide even stronger protections.

Consumer rights are generally detailed in the Notice of Privacy
Practices that each provider or health plan is required to provide to
consumers at the time of service or upon request. Take the time to
read these notices to understand not only your rights, but also what
types of information are maintained and how each entity uses or
handles it. Many providers have specific policies or are required to
follow stricter state laws on information related to certain conditions
such as behavioral health, substance abuse, sexually transmitted
diseases, and genetic information. Ask questions of your provider if
you don’t understand the provider’s information practices.

Be aware that not all organizations or entities that collect and
maintain your health information are covered by federal or state
privacy rules.

• Exercise your information rights. Obtain and maintain copies of your
medical records and information so you can use this information to
monitor your care and spot any errors in the information.

Individuals are strongly encouraged to establish personal health
records (PHRs). In addition to monitoring the accuracy of their
health information, PHRs are an excellent way for individuals to play
a leading role in their own healthcare by tracking and monitoring
health status or that of family members in their care.

Increasingly health insurers, financial services firms, and employers
are offering PHRs to their members or constituencies. Because this
data may be obtained from other than an original source, it is crucial
to monitor accuracy and when discrepancies or inaccuracies are
discovered, request to have them corrected.

For more information on your health information rights and personal
health records, go to www.myphr.org.
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1. State privacy protections for health information are often stronger
than federal HIPAA protections.

a. True b. False

2. All organizations which collect and maintain health information are
required to maintain the privacy of health information.

a. True b. False

3. The Notice of Privacy Practices tells all but the following:

a. The individual’s rights

b. The security policies of the institution or provider

c. How information is used

d. What information is collected

4. Personal health records are:

a. A means of monitoring accuracy of health information

b. A means of tracking or monitoring health status

c. Offered by employers, financial services firms and health insurers

d. All of the above

5. The rights of consumers include all of the following except:

a. Receiving copies of medical records at no charge

b. Reviewing and receiving copies of medical records

c. Requesting that a correction be made

d. Filing a complaint about a potential or real privacy breach
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Answers:1.a,2.b,3.b,4.d,5.a


