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Part 1. Introduction 
 
Despite increased compliance with the HITECH Act and other federal regulations, healthcare 
data breaches are on the rise. Many hospitals and healthcare organizations in this study believe 
they have insufficient security and privacy budgets, and affected patients are not always receiving 
the privacy care they are promised. The growing use of unsecured mobile devices and the rising 
rate of employee mistakes compound the problem. This study was conducted to better 
understand healthcare providers’ patient privacy practices and their experiences in dealing with 
the loss or theft of patient information, also called protected health information (PHI). 
 
Our study found that the number of data breaches among healthcare organizations 
participating in the 2010 and 2011 studies is still growing—eroding patient privacy and 
contributing to medical identity theft. On average, it is estimated that data breaches cost 
benchmarked organizations $2,243,700. This represents an increase of $183,526 from the 
2010 study despite healthcare organizations’ increased compliance with federal 
regulations.  
 
As the second annual study, the report examines the changes from 2010 to 2011 that may have 
occurred to healthcare organizations’ privacy and data protection compliance activities, including 
policies, program management activities, enabling security technologies and security governance 
practices.1

 

 We also look at how well these organizations are able to comply with the notification 
requirements mandated by HITECH and HIPAA.  

In some areas, healthcare organizations are making improvements in their efforts to stop data 
breaches. These include having more trained and knowledgeable staff and better policies and 
governance. Since last year’s report, more respondents say that data breaches are being 
detected by employees or through audits and assessments. The percentage of respondents who 
say data breaches are discovered by patients has dropped from 41 percent to 35 percent. 
Healthcare organizations in this study also are relying less on an “ad hoc” process to prevent or 
detect data breach incidents and are relying more on policies, procedures and security 
technologies.  
 
While those are positive trends, the study reveals respondents’ concerns about the need to invest 
in enabling technologies, which may be a challenge because of budgetary constraints. To 
address the persistent problem of unintentional employee mistakes, healthcare organizations 
should focus on creating awareness among employees about the importance of safeguarding 
patient information. The following are the key research findings from this study. 
 
Key Research Findings: 
 
 Data breaches in healthcare organizations are on the rise. The frequency of data 

breaches among organizations in this study has increased 32 percent from the previous year. 
In fact, 96 percent of all healthcare providers say they have had at least one data breach in 
the last two years. Most of these were due to employee mistakes and sloppiness—49 percent 
of respondents in this study cite lost or stolen computing devices and 41 percent note 
unintentional employee action. Another disturbing cause is third-party error, including 
business associates, according to 46 percent of participants.  

                                                        
1The 2011 sample was matched to the 2010 sample based on organizational size, type of healthcare 
provider (entity) and regional location.  We compare between-sample differences to infer possible trends 
over one year.  
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To reduce the risk of a data breach, healthcare personnel who handle sensitive and 
confidential patient information should be trained and aware of the policies and procedures 
governing the protection of this information. Billing records and medical files are considered 
by respondents to be the most frequently lost or stolen patient information. However, the 
perception is that not all personnel who are responsible for these documents understand the 
importance of protecting them. Sixty percent of respondents agree that medical billing 
personnel in their organizations do not understand the importance of patient data protection 
and 58 percent say IT personnel do not understand its importance. In contrast, 58 percent of 
respondents say administrative personnel do understand the importance of protecting patient 
data. 
 

 Widespread use of mobile devices is putting patient data at risk. Eighty-one percent of 
healthcare organizations in this study report that they use mobile devices to collect, store, 
and/or transmit some form of PHI. However, 49 percent of participants admit their 
organizations do nothing to protect these devices. 

 
 Despite policies and federal mandates, prevention of unauthorized access to patient 

information is not a priority in many organizations in this study. Forty-seven percent of 
respondents agree that their organization has sufficient policies that effectively prevent or 
quickly detect unauthorized patient data access, loss or theft. This is an increase from 41 
percent of respondents last year. Concerns about the threat of upcoming HHS HIPAA audits 
and investigation has affected changes in patient data privacy and security programs, 
according to 55 percent of respondents. 

 
An area that needs to become more of a priority is privileged user and access governance. 
Only 29 percent of respondents agree that the prevention of unauthorized access to patient 
data and loss or theft of such data is a priority in their organizations.  

 
 Diminished productivity and financial consequences for healthcare organizations can 

be severe when a data breach incident occurs. Respondents reported that the average 
economic impact of a data breach was $2.2 million, up 10 percent from last year. In addition, 
most respondents believe their organization has suffered from time and productivity loss (81 
percent) followed by brand or reputation diminishment (78 percent) and loss of patient 
goodwill (75 percent). The potential result is patient churn; the average lifetime value of one 
lost patient (customer) is $113,400, an increase from $107,580 in last year’s study. 

 
 Medical identity theft poses a greater risk to patients. Employees are the group most 

likely to detect the data breach, according to 51 percent of participants. However, more than 
one-third (35 percent) of respondents say that data breaches were discovered by patient 
complaints. Once a breach is discovered, 83 percent of hospitals say that it takes in excess 
of one to two months to notify affected patients. Twenty-nine percent of respondents say their 
data breaches led to cases of identity theft, a 26 percent increase from last year.   

 
While 90 percent of healthcare organizations say that breaches cause harm to patients, the 
majority of them (65 percent) do not offer protection services for the affected patients. This 
may be due to the fact that 72 percent of respondents do not believe credit monitoring is 
effective and believe another solution for the prevention and detection of medical identity theft 
is needed.  

 
Sponsored by ID Experts and conducted by Ponemon Institute, the study utilized in-depth, field-
based research involving interviews with senior-level personnel at healthcare providers to collect 
information on the actual data loss and data theft experiences at their organizations. This 
benchmark research, in contrast to a traditional survey-based approach, enables researchers to 
collect both the qualitative and quantitative data necessary to understand the current status of 
patient privacy and data security in the healthcare organizations that participated in our study. 
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A total of 72 healthcare organizations participated in the study, an increase from last year’s study 
when 65 healthcare organizations participated in this research. In both studies, the healthcare 
providers are integrated delivery systems—a network of healthcare organizations under a parent 
holding company (36 percent), part of a healthcare network (47 percent) and a standalone 
hospital or clinic (17 percent). Respondents interviewed work in all areas of the organization: 
security, administration, privacy, compliance, finance and clinical. On average we conducted 4 
interviews in each organization. Last year we conducted 3.25 per organization. 
 
The following are some of the top findings of the study. They are discussed in more detail with 
other results in Part 2 of this report. 
 
 Ninety-six percent of organizations in our study have had at least one data breach in the past 

24 months. On average organizations have had 4 data breach incidents during the past two 
years. Last year’s report said the average was 3 per organization in the same timeframe.  
 

 The average economic impact of a data breach over the past two years is approximately $2.2 
million. This is an increase of approximately $200,000 in last year’s study. 
 

 The average number of lost or stolen records per breach was 2,575. This is an increase from 
an average of 1,769 reported in the previous year. 

 
 The top three causes for a data breach are: lost or stolen computing devices, third-party 

snafu and unintentional employee action. 
 

 Employees are most often the group to detect the data breach (51 percent) followed by 43 
percent who say it was through audit/assessment and 35 percent say it was as a result of a 
patient complaint.  
 

 More than half (55 percent) of respondents say they have little or no confidence that their 
organization has the ability to detect all privacy incidents and 57 percent say they have little 
or no confidence that their organization could detect all patient data loss or theft. 
 

 The average time to notify data breach victims is approximately 7 weeks. Eighty-three 
percent of respondents believe it is critical to notify victims as soon as possible. 

 
 The percentage of organizations fully implementing or in the process of implementing an 

electronic health records (EHR) system has increased from 56 percent last year to 66 percent 
in this year’s study.  

 
 Perceptions that EHR systems create more security decreased from 74 percent in last year’s 

study to 67 percent of respondents this year. A higher percentage (19 percent vs. 12 percent) 
of respondents in this year’s study say EHR has made no difference in the security of patient 
data. 

 


