
Article and Quiz
for Healthcare Professionals

Your friend and coworker has been urgently admitted to the hospital
where you are both employed. You visited her. She told you about acute
symptoms of her medical condition that require testing before she
receives further treatment. Several of your mutual coworkers know you
saw her and are asking about her welfare. A friend from outside the
hospital also called. Can you share the information with them? Well,
that depends—it’s a slippery slope. The circumstances must be carefully
weighed. Patient privacy protections must be extended to personal
circumstances.

Healthcare organizations follow strict federal and state laws and
regulations to protect privacy when personal health information is
disclosed to external requestors and when it is used internally. The
HIPAA Privacy Rule has the greatest impact. Within these legal
confines, policies and practices are set up specific to an organization—
its services, needs, and technology capabilities. Specific circumstances
may require a delicate knowledge balance and tricky judgment call.

“Do I need this information to do my job?” We continually ask
ourselves this question to stay within compliance lines.

But what about those times we are circuitously privy to personal health
information about department co-workers, physicians, or ex-employee
friends who become patients? We care about these individuals. We want
to be assured they are going to be okay. When others ask us what we
know, it’s because they are also concerned.

In these cases the information isn’t “needed to do my job.” These
circumstances are different—or are they? When the lines get blurry,
healthcare staff must take extra precaution to ensure private

information is handled appropriately. The concern for these individuals
goes beyond the walls of the provider organization. Just what can we
say and to whom?

The decision is best made by considering how the information was
acquired, the patient’s wishes, if known, and by evaluating whether
what we say could be construed to be related to the position we hold in
the healthcare environment.

If you have information as a function of your job, it must be used and
shared only within the guidelines of the policies of the organization
that holds it. If you have acquired the information from the patient or
an external source…a friend, church member, family member, or the
local newspaper…and you can represent it as such, you are outside
your healthcare role and the governing rules when sharing it. Yet, it’s
important to consider the patient’s feelings and how the receiver of the
information might observe your choice in handling the information. If
it is assumed that you are loosely sharing information acquired through
your job (even when you are not), the reputation and trust of your
organization and you can be called into question. Whenever possible,
ask the patient and honor his or her wishes about how much to share
and with whom.

It can be difficult to separate enmeshed information. What did you
acquire from official healthcare documentation and what did you hear
outside of your healthcare role? 

The only way to protect the privacy of health information is to entrust
it to trustworthy people. Let that be you.

Protecting Personal Health Information 
When the Lines Get Blurry
by Beth Hjort, RHIA, CHPS

1. Your coworker, Tracy, asks you to accompany her to the Emergency
Department during work hours to investigate her chest pain. You stay
with her during treatment until her husband arrives. When returning
to the office, Tracy’s supervisor asks about her medical condition. You
should base your decision to share medical information solely on
Tracy’s wishes.

a. True b. False

2. You hear from a neighbor that your very close friend is hospitalized
and unconscious after an automobile accident. You call your friend’s
mother and learn of multiple injuries threatening his life. You read
the limited description of the accident and injuries in the evening
newspaper. The next day at work, a mutual friend of yours asks what
you know. You have access to the EHR, but you have not accessed it.
You decide to:

a. Wait for the patient to become conscious before you relay any
information

b. Suggest the mutual friend read the newspaper article and call the
patient’s mother

c. Visit the patient in ICU before relaying any information

d. Share the critical nature of the situation generally with your
mutual friend, carefully referencing its source

3. Your friend has given you permission to openly share details of her
medical condition with anyone who asks. When receiving a call, you
can’t quite remember if you acquired certain details from the medical
record or from your friend. Sharing the details nevertheless is allowed
because of her unrestricted permission.

a. True b. False

Quiz
For each of the following scenarios, you are healthcare staff. What do you consider the best decision in each case?
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Answers:1.a,2.d,3.b


